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WLA-SCS:2024 – the New Version of the Standard

➢ Over the last two years the WLA SRMC TWG committed to UPGRADE the Standard.

➢ Between January 2023 and April 2024, the TWG SRMC met online several times to discuss the new 

standard version. In 2023, the Committee met in person, in Paris, at the FDJ premises, and agreed on the 

action plan. 

➢ The WLA SRMC TWG finalized the WLA SCS: 2024 draft during the online meeting of July 10, 2024
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Objectives 

New Standard 

WLA-SCS  2024

Make sure the WLA-SCS is up to date and provides high level of 

assurance on security and integrity for lottery, video lottery, sports 

and esports betting operators, as well as their suppliers with the 

direct involvement of stakeholder in the drafting process

Objective 1 

QUALITY

Tools 

(GtoC, CoP)

Improve the efficiency and quality in the administration of the WLA-

SCS program
Objective 3 

EFFICIENCY

Seminars

Webinars

Articles

Improve the awareness on WLA-SCS and the cooperation with 

stakeholders
Objective 4 

AWARENESS

Framework 
 

More inclusiveness to promote the WLA-SCS as a truly international 

recognized standard, and attention to emerging markets to encourage 

and to provide opportunities towards the certification process

Objective 2 

INCLUSIVENESS



WLA-SCS:2024 main changes 

➢ Standardization and consolidation of controls – New Terminology 

➢ Risk-based approach rather than prescriptive

• Annex A – G organizational controls 

• Annex B – L controls for the operation of games 

• Annex C- S controls for the development of gaming systems and the provision of gaming 

services.

• Annex D- M controls for Multijurisdictional Games (no changes)



WLA-SCS standard has evolved from a Lottery-centric environment with only draw-based games and 

scratch tickets to an environment with multiple entities such as lotteries, sport betting / horse betting 
operators, Multijurisdictional games operators, gaming technology suppliers, gaming services providers, 

etc.

Some terms remain from the time when only Lotteries could be certified and this creates confusion as to 

which entity the controls apply. 

Here are examples of terms used in the previous version of the standard :

Lottery

Lottery operator

Lottery and sport betting operator

Lottery and sport betting operator and their suppliers

Lottery technology supplier

Lottery games

Lottery systems

Gaming system suppliers and operators

Organization

In fact, some of those terms often refer to the same entity

Some of them also apply to Horse betting and Multijuridictional games but it’s not explicit

WLA-SCS:2024 New Terminology 



To avoid confusion to which entity (lottery or supplier) apply the L and S controls, the TWG applied the 

following changes:

•  Use « Gaming operator » to refer to entities that operate games 

Instead of lottery operator, sport/horse betting operator, Multijurisdictional games operator, etc.

• Use « Gaming supplier » to refer to entities that provide Gaming systems or Gaming services.

Instead of lottery technology supplier, gaming system supplier, etc

• Use « Organization » when addressing the entity that gets certified

Definitions 



WLA-SCS:2024 - Annex A - main changes

➢ Title annex A – G controls from Controls for all organizations to Organizational controls 

➢ G. 5.3.1 from Cloud Security changed to Managed services security - with additional 4 new controls. This control 

will require ISO/IEC 27001 certificate, and 4 additional controls were added, which have been identified as critical in 

ISO/IEC 27017. 

Reason: previous G.5.3 section Cloud security was changed to Managed services security, since Managed services 

includes cloud services and is more global. Many lottery solutions can be provided as managed services and not 

necessarily cloud services. Replaced ISO/IEC 27017 compliance (which is strictly for cloud and not managed services 

in general) by ISO/IEC 27001 with 4 added controls which have been identified as critical in ISO/IEC 27017 for 

managed services. . 

➢ G.5.4 Gaming system security- new control under Annex A

Reason: This section has been added to bring to General Controls the control of L.5.1.1 “Layered systems architecture” 

as well as L.5.1.8 “Responsible disclosure”, because these controls are general to all gaming offerings and not only to 

digital sales  The other L.5.1 controls are deleted, because they are not specific to gaming and already covered by ISO 

27001. Instead of referring to digital gaming systems, we simply refer to gaming systems. The vast majority of gaming 

systems are now digital, and the control is now under section G.5. Information Systems. 



WLA-SCS:2024 - Annex B - main changes

For L controls, mostly there is a re-organization of the controls, as some of them are ALREADY covered also by 
ISO/IEC 27001
➢ Title annex B – L controls from Controls for lottery operators to Controls for the operation of games

Reason: This section applies fully or partially to other type of entities (sport & horse betting operators, gaming system 

suppliers, etc.) 

➢ L.2.4   Electronic lottery draws and instants . 

Reason- Remove this control from this section and organize under its own section. The Control moved under L8. 

Random number generation, which covers randomness, but also integrity.

➢ L.5 Digital sales channels and interactive services- it has been agreed to remove entirely this section

L5.1.1 and L.5.1.8 were moved under G section.  L5.1.2 and L5.1.7 are all standard security controls that are part of 

ISO/IEC 27001 annex A. Former L.5.1.1 has been moved to  G.5.4 & L5.1.8 to G.5.4.2. New L.5 is Payment methods 

and player accounts (previous L5.4) regrouped under the same section with player accounts. 

➢ L.6 title changed from Sports betting to Sports, esports and horse race betting- to be more inclusive 

➢ New control added L.9 Online games –This control was added to cover virtual betting 

➢ L.10 Game design and approval (previous L.5.3, with two controls, and L.1.1.1)



WLA-SCS:2024 - Annex C - main changes

➢ Title annex C – S controls from Controls for gaming system suppliers and operators to Controls for the 

development of gaming systems and the provision of gaming services

Reason:

Previous Title and description were a bit confusing :

The title said the controls apply to gaming systems suppliers and operators (which are entities). The 

description said that controls apply to gaming systems (not entities) and by extension to those who 

develops and/or manages the gaming system

Also the term « Manage » has led to confusion, and  was often understood as « maintain / update (system 

development team only) » instead of « operate » (which is what we intend in this chapter)

This led to a situation where auditors often thought that S controls only applied to suppliers, therefore the 

title and description were changed to:

Title: Controls for the development of gaming systems and the provision of gaming services

Description: The S controls apply to the development of gaming systems and the provision of gaming services, whether that be a gaming supplier or the 

gaming operator's own in-house developers.  In the case that a gaming operator or gaming supplier acquires a gaming system or services from a third party, it is 

the gaming operator’s or gaming supplier’s responsibility to assure compliance to these S controls from the third party.



WLA-SCS:2024 - Annex C - main changes

➢ S.1.1.2 & S.1.1.3. there was not much difference between these two controls in the previous version and they 

seemed to be overlapping with each other. Static and dynamic code analysis can be generalized to security testing. 

S controls could be mandatory also for lotteries, not only suppliers, who perform the development work in-house.

➢ S.1.1.2 changed from: 

The lottery technology supplier shall perform static and dynamic code analysis and provide a summary of the output to 

the operator along with the release  notes for their product for the first release and any subsequent significant release 

into a production environment. 

To: 

The organization shall perform security testing of their products and/or services. 

The organization should adjust the tests based on the nature of the change, considering the impact and level of risk 

associated with it. 

The organization shall provide to the operator : 

➢ An inventory of the tests performed during the software development lifecycle. This inventory must cover all 

principal risks

➢ A summary of the output along with the release notes for their product for the first release and any 

subsequent significant release into a production environment.



WLA-SCS:2024 - Annex C - main changes

➢ S.1.1.3 changed from: 

The lottery technology supplier shall perform security testing of their products and/or services, hosted and configured in 

a way that is representative of  how it will be deployed in a production environment by the operator. It shall provide a 

summary of the output to the operator along with the release notes for their product for the first release, and any 

subsequent significant release into  a production environment. 

To: The security tests conducted by the lottery technology supplier shall reflect how the system will be deployed in a 

production environment by the operator. 

Reason for such changes on both controls: SAST* & DAST* were restrictive. It is more relevant to keep a list of 

tests conducted, provide it and the tests should cover the main risks. Ask formally: if there is no security test, ask for 

justification.

*Definition for SAST : static application security testing and DAST : dynamic application security testing



Transition rules to WLA-SCS:2024 

WLA-SCS:2020

WLA-SCS:2024

Available

For new certification 

October 2024 

to 

April 2025 

WLA-SCS:2020

WLA-SCS:2024

Available

For certified 

members 2 years 

October 2024

to

 October 2026

From May 1, 2025, only WLA-

SCS:2024 available 

From Nov 1, 2026 only WLA-

SCS:2024 available



WLA-SCS:2024 –Translation 

WLA –SCS: 2024 has been translated in the official WLA languages :

• WLA-SCS:2024 English (official version)

• WLA-SCS:2024 German

• WLA-SCS:2024 French

• WLA-SCS:2024 Spanish



WLA-SCS:2024 – Framework 

WLA-SCS Code of 

Practice will be 

available before the end 

of the year 

For any questions, please 

contact the WLA Security 

team at: security@world-
lotteries.org 

mailto:security@world-lotteries.org
mailto:security@world-lotteries.org
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